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TECHNOLOGY STATUS

Proof of Reception is a patented and deployed infrastructure protocol protected by U.S. Patent
No. 12,293,369. Its core lifecycle—PROPOSE, EXCHANGE PoRtraits, VALIDATE, GRANT or DENY
PoRmission, EXECUTE or RECEIVE, and generate a rePoRt—is operating in a live production
environment.

Working software implementations have also demonstrated communication and bilateral
validation between independently operating PoRts. PoR is now expanding from its deployed
foundation into an interoperable protocol for people, organizations, devices, applications and
intelligent systems.

Confidential implementation information is omitted from this public edition. Additional
anonymized case studies and technical information are in progress and may be made available to
qualified parties upon request.

THE PROPOSITION

The Internet was designed to move information reliably. Blockchain systems were designed to
maintain shared state without a central ledger operator. Artificial intelligence now enables
software to propose and execute actions at machine speed. Yet a critical question remains
structurally under-specified: should a recipient accept this data, value, instruction or action, from
this particular counterparty, under these particular conditions?

PoR Introduces a Missing Primitive

Validation at the point of reception - before data is accepted, value is settled or an action is executed -
with bilateral evidence generated by the participants themselves.

Proof of Reception (PoR) is a patented validation protocol in which participating endpoints, called
PoRts, exchange relevant PoRtraits, validate a proposed PoRtion, issue or deny PoRmission, and
create arePoRt of the outcome. Each PoRt can maintain a RePoRt as its local ledger. Interoperable
RePoRts may contribute to a broader REPoRt without requiring every participant in the world to
agree on every event.

PoR extends decentralization beyond replicated ledger maintenance. It distributes validation,
authorization, evidence generation and ledger formation to the edge participants whose rights,
intent and risk are directly affected.

Rather than outsourcing validation by default to a Web2 platform, miner, staker, or unrelated
global validator set, PoR enables the affected participants to establish intended consensus
through their respective PoRts. Each PoRt validates the PoRtraits relevant to the proposed
interaction before anything is received, stored, transmitted or executed.

PoR has already moved from invention to implementation and from implementation to production.
This paper defines the architecture now being expanded into a global infrastructure for validated
reception.
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Executive Summary
DEPLOYED TECHNOLOGY, EXPANDING PROTOCOL

PoR is not merely a prospective architecture. Its patented validation lifecycle is already operating
in a live production environment with real users and real-world consequences. Independently
operating PoRts have also been demonstrated across local and networked environments.

A separate fraud-prevention collaboration is applying PoR to the pre-validation of financial
transactions across more than 100 relevant PoRtrait data points. Additional applications and
anonymized case studies are in progress. The next phase is not to determine whether validated
reception can be built. Itis to expand, standardize and interoPoRate PoR across organizations,
industries, devices and execution rails.

PoR Capability Current Status

U.S. intellectual property Granted U.S. Patent No. 12,293,369

Core PoR Lifecycle Implemented in working software

Production Operation Live validated-access deployment

Binary PoRmission Operating GRANT or DENY authorization

rePoRt Evidence Generated following validated interaction

Independent PoRts Demonstrated across local and networked environments
Fraud Prevention Institutional collaboration and implementation in progress
Industry Expansion Additional anonymized case studies in progress

Global Interoperability PoR’s next stage of adoption and scale

Problem PoR Response

Transport proves delivery, not acceptability Validate before reception or execution.

Web platforms centralize identit olicy and
P Y, P y Each PoRt evaluates relevant conditions and retains its own evidence.

records

Blockchains agree on ordered state after PoR gates whether an interaction is authorized before it reaches a
submission settlement or execution rail.

Al can act faster than human oversight Separate proposal from authority; require contextual PoRmission.

Rights and permissions drift across " .
g P Express current conditions as portable, scoped PoRtraits.

databases
Organizations become captive to a InteroPoRate with ACH, cards, stablecoins, blockchains, private ledgers or
settlement stack no financial settlement.

PoR supplies the validation layer missing from today’s digital infrastructure. A ledger records an
event. A payment rail moves funds. A signature records assent. An identity provider attests to
selected attributes. PoR brings the relevant conditions together and determines whether the
proposed interaction should be received or executed. This allows PoR to interoPoRate with existing
databases, blockchains, payment systems, APIs and devices while remaining independent of any
single execution or settlement rail. The rail performs the authorized action; PoR determines
whether that action has PoRmission to proceed.

WEB3NITI Foundation | 5
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PART I

The Missing Primitive

The next digital infrastructure question is not only whether something
arrived, but whether it should be received.

1. From Reliable Transport to Validated Reception

Cerf and Kahn’s 1974 internetworking paper described an architecture for packet network
intercommunication. Modern TCP, standardized in RFC 9293, provides reliable, in-order byte-
stream service between applications. That achievement helped make universal connectivity
practical. It does not attempt to determine whether the receiving person, organization, device or
agent should accept the semantic content, legal commitment, economic value or operational
instruction carried by the connection.

PROPOSE TRANSPORT ARRIVE

In the connected-computing era, the dominant question was “Did it arrive?” In the autonomous-
computing era, arrival can trigger consequential action: a model invokes a tool, a vehicle changes
course, a payment is released, intellectual-property rights are transferred, a medical device
changes state, or a machine orders inventory. Connectivity without contextual authorization can
make errors and attacks move faster.

A Complementary Evolution

TCP standardizes reliable transmission. PoR proposes validated reception. The two solve different
layers of the problem and can operate together.

1.1 Records Became Authorities

Web2 systems often collapse three distinct functions into one platform-controlled database: the
record of what happened, the policy that determines what is permitted, and the operational
authority to execute. Participants create the data and value, but the platform typically controls the
canonical account, permissions, APls and audit trail.

Blockchain systems separate the ledger from a single operator, but usually make network
validators responsible for ordering and finalizing submitted transactions. This is powerful for
shared state. It does not, by itself, establish that the underlying identity, intellectual-property right,
purpose, consent, jurisdictional eligibility or recipient intent was valid before submission.

WEB3NITI Foundation | 6
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1.2 The Structural Gap

The gap is pre-reception validation: a bilateral, context-specific determination made by the
affected endpoints before a proposed interaction crosses the acceptance boundary. Existing
stacks approximate this through identity providers, policy engines, contract systems, compliance
APls, payment processors, bridges, oracles and manual review. Each can be useful, but the
decision is fragmented across services and often reconstructed after the fact.

PoR treats this validation decision as a first-class protocol event. A proposalis notyet an
authorized action. Receiptis not assumed. Execution is conditional. Evidence is produced as part
of the lifecycle rather than assembled later from unrelated logs.

1.3 Human Agency in Machine-Speed Systems

A person’s data, time, skills, identity, authority and preferences should not become passive inputs
merely because software can access them. PoR’s design objective is to place enforceable
conditions at the receiving edge. This converts consent from a static checkbox into a scoped
decision tied to a specific proposed interaction.

For Al agents, the same principle separates capability from authority. A model may be capable of
composing a contract, transferring value or issuing an instruction. It should act only when the
relevant PoRtraits satisfy policy and PoRmission is granted.

1.4 PoRis Already Deployed

Proof of Reception has crossed the boundary from concept to operation. Its complete validation
lifecycle is functioning in a live production environment, demonstrating that contextual PoRtraits
can be evaluated before a consequential action is authorized.

PoR also has working software implementations that demonstrate independently operating PoRts,
bilateral exchange, scoped PoRmission and rePoRt generation across local and networked
environments.

These implementations establish the technical foundation of PoR. The same lifecycle can now be
extended across financial services, intellectual property, commerce, autonomous systems,
personal data, humanitarian assistance, mobility and other domains.

Evidence Status What it Establishes
Validated-access system Production deployed The .complete_ POR I|fecyg|e operates
continuously in a live environment
. o . Relevant conditions result in GRANT or
Binary authorization Production deployed DENY before execution
rePoRt generation Production deployed Validated interactions produce
structured outcome evidence
Independent PoRts Operationally demonstrated Par.t|C|pat|ng.endp0|n.t§ can validate
their respective conditions
Networked PoR exchange Operationally demonstrated PoRtraits, decisions and ewdence can
move across networked environments
. . . L PoR is being extended to high-
Financial fraud prevention Implementation in progress : ) .
consequence financial transactions
Additional industry applications Case studies in progress The deployeq lifecycle is being adapted
to new domains
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1.5 Case Study: Production Validated Access

Status: Production Deployed

A private organization deployed PoR as the authorization layer for physical access. Before the
access system receives an instruction to open a controlled entry point, the user’s PoRt validates
the PoRtraits required for that interaction, including authenticated credentials and relevant
contextual or device conditions.

When the required conditions are satisfied, PORmission is granted and the authorized access
instruction is executed. When they are not satisfied, PoRmission is denied before execution. A
rePoRt records the resulting interaction for operational continuity and accountability.

This deployment demonstrates that the complete PoR lifecycle can operate continuously in a live
environment with real users and real-world consequences.

Production Capability Demonstrated Outcome

PoRtrait validation Relevant identity and contextual conditions evaluated before access
PoRmission Binary GRANT or DENY decision

Execution gating Access instruction withheld until validation succeeds
Existing-system integration PoR authorizes an external physical-access system

rePoRt Structured evidence created following the interaction

Continuous operation Repeated use within a live production environment

1.6 Case Study: Bilateral Networked PoRts
Status: Operationally Demonstrated

PoR has been implemented through independently operating PoRts communicating across local
and networked environments. Each PoRt evaluates the PoRtraits relevant to its participant instead
of surrendering every validation decision to a centralized platform or mandatory third-party
validator network.

The demonstrations establish that PoRts can exchange proposals and relevant PoRtraits, evaluate
their respective conditions, produce scoped PoRmission and generate corresponding rePoRts.

Demonstrated Capability Significance

Independent PoRts Validation authority remains with participating endpoints

Bilateral validation Each participant evaluates the conditions relevant to its interests
Networked exchange Proposals, PoRtraits and decisions operate across network boundaries
Scoped PoRmission Authorization is bound to the specific proposed PoRtion

Rail separation Validation operates independently of the selected execution system
rePoRts The interaction produces structured evidence for participating PoRts

1.7 Case Study: Financial Transaction Fraud Prevention
Status: Institutional Collaboration and Implementation in Progress

PoR is collaborating with a fraud-prevention technology provider supported by leading financial
institutions to pre-validate financial transactions across more than 100 relevant PoRtrait data
points.

Before a transaction is authorized, PoR can validate the combination of identity, intent, authority,
counterparty, account, device, behavioral and risk conditions relevant to that specific PoRtion.
PoRmission then produces a binary GRANT or DENY decision before the existing banking or
payment rail executes the transaction.

WEBS3NITI Foundation | 8
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This transforms fraud prevention from retrospective detection into pre-execution validation. The
financial institution retains its existing ledger, custody, compliance and settlement infrastructure.
PoR provides the validation layer that determines whether the proposed transaction is authorized
to reach that infrastructure.

The resulting rePoRt connects the proposal, relevant validation evidence, PoORmission decision
and transaction outcome without requiring all underlying sensitive data to be placed in a
centralized or public ledger

Fraud-Prevention Capability PoR Contribution

Evaluates every proposed transaction rather than relying
solely on onboarding

Combines relevant identity, intent, authority, device and risk
conditions

Produces GRANT or DENY before the transaction reaches
the payment rail

Continuous validation

More than 100 PoRtrait data points

Pre-execution decision

Bilateral intent Validates relevant conditions affecting sender and receiver
Rail interoperability Works with existing banking and payment infrastructure
Transaction evidence rePoRt links authorization with the resulting outcome

The collaborator’s identity, participating institutions, implementation architecture and non-public
results are omitted from this public edition. Additional information may be available to qualified
parties upon request.

1.8 Additional Case Studies in Progress

PoR is being expanded into additional applications in which data, value, rights, instructions or
autonomous actions must be validated before reception or execution.

Anonymized case studies in progress include:
¢ Humanitarian assistance and validated benefit delivery.
e Creator content and verified-recipient distribution.
¢ Intellectual-property ownership, licensing and rights validation.
¢ Enterprise PoRtfolios connecting identity, permissions, applications and transactions.
e Supply-chain and procurement authorization.
¢ Autonomous agents and edge-system execution.
¢ Mobility, aviation and machine-to-machine coordination.
o Personal control of data, time, skills and delegated authority.
Each application uses the same deployed foundation:

PROPOSE » EXCHANGE PoRtraits » VALIDATE » GRANT/DENY PoRmission 2>
EXECUTE/RECEIVE - rePoRt

Additional technical and case-study information may be made available to qualified reviewers and
prospective implementation partners upon request.
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PART I

The PoR Architecture

A proposal becomes an authorized reception only after the relevant participants
validate the conditions that matter to them.

2. Protocol Vocabulary

Term Operational Meaning

PoRt Avalidating endpoint controlled by a person, organization, device, application or authorized agent.

A portable, scoped representation of a condition: identity, right, role, preference, authority, eligibility,

PoRtrait policy or context.

PoRtion The proposed unit of interaction: data, value, content, instruction, credential, right or action.

PoRmission A bounded GRANT or DENY result for a defined PoRtion and context.

rePoRt The bilateral evidence record created for a proposed interaction and its outcome.

RePoRt A PoRt’s locally maintained ledger of relevant rePoRts and state.

REPORt A broader interoperable view derived from authorized reconciliation or culmination of relevant
RePoRts.

PoRtfolio An organized domain of PoRts, PoRtraits, policies, relationships and RePoRts.

PoR CoRe The edge validation engine that evaluates exchanged PoRtraits and gates reception or execution.

An orchestration agent and a purpose-built human-intelligence model operating within defined

PoRtia / PoRsona .
authority.
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3. The Transaction Lifecycle

1 PROPOSE 2 EXCHANGE 3 VALIDATE 4 GRANT/DENY | 5 EXECUTE 6 rePoRt

3.1 Propose

A sender, application, device or agent describes a proposed PoRtion. The proposal should carry a
unique event identifier, the parties or PoRts involved, the requested action, constraints, expiry,
policy version, required evidence and the intended execution rail. The proposal has no execution
authority by itself.

3.2 Exchange Relevant PoRtraits

Each side discloses or proves only the traits relevant to the decision. A PoRtrait may be revealed
directly, represented as a signed credential, or proven through a privacy-preserving predicate. The
design goalis selective disclosure: “over 18” may be relevant while date of birth is not; “authorized
licensing representative” may be relevant while unrelated employment data is not.

3.3 Validate at the PoR CoRe

Each affected PoRt evaluates its local conditions and the counterparty evidence. The policy may
include identity, rights, purpose, budget, jurisdiction, temporal validity, device state, human
approval, risk thresholds and dependencies. A valid result requires deterministic policy inputs,
authenticated provenance and a bounded decision context.

3.4 Grant or Deny PoRmission

PoRmission is binary at the execution gate even when the preceding evaluation is nuanced. A grant
should be scoped to the exact PoRtion, parties, rail, amount or data class, time window and policy
version. A denial should expose only the reason detail necessary for remediation and
accountability.

3.5 Receive or Execute

The authorized action is routed to the selected system: an ACH payment, a card processor, a
stablecoin transfer, a base contract, an enterprise API, an internal ledger, a device controller, a
content-delivery system, or a non-financial rights registry. PoR is rail-agnostic; the selected rail
retains its own operating, legal and settlement characteristics.

3.6 Generate Bilateral Evidence

The outcome is recorded as a signed rePoRt. The record should bind the proposal, relevant
evidence commitments, policy version, decision, execution reference, timestamps and
signatures. Sensitive source data need not be copied into a global ledger. Each PoRt incorporates
the eventinto its own RePoRt according to retention and disclosure policy.

WEBS3NITI Foundation | 11
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4. Reference State Model

Permitted Transition Required Evidence Failure Behavior

to EXCHANGED or Event ID, parties, PoRtion digest, policy
EXPIRED request

PROPOSED No action

Reject missing/stale

EXCHANGED to VALIDATED or DENIED Authenticated PoRtraits or predicates evidence

Fail closed for protected

VALIDATED to GRANTED or DENIED Deterministic evaluation result action
to EXECUTING or - Prevent replay and
GRANTED S d PoR tok
EXPIRED copedronmission token substitution
EXECUTING to COMPLETED or FAILED  Rail receipt or device result Preserve failure evidence
. . Queue local evidence
COMPLETED to REPORTED Outcome digest and signatures

safely

Nothing is “Erased From Reality”

A denied proposal may still exist as an attempted event. It is not accepted into the authorized state
of the PoR-controlled system. This distinction preserves both security and auditability.

5. The PoRtfolio

A PoRtfolio is not a blockchain data structure. Itis a governed validation domain: a graph of
participating PoRts, their authoritative relationships, available PoRtrait schemas, policy modules,
trust anchors, rePoRt retention rules and interoperable execution connectors. Acompany may
operate an enterprise PoRtfolio; a person may operate a personal PoRtfolio; a sector may define
interoperable profiles without centralizing everyone’s data.

PoRtfolio Plane Function Examples

Control Ilf’ec:ll;c;/;tsi;::emas, authority, versions, Rights rules, consent templates, role delegation
Validation Bilateral evaluation at participating PoRts Eligibility, purpose, budget, counterparty
Execution Adapters to external systems ACH, cards, Base, stablecoins, APIs, devices
Evidence Signed rePoRts and local RePoRts Decision, receipt, failure, provenance
Governance Interoperability, disputes, upgrades Profiles, trust anchors, conformance tests

WEB3NITI Foundation | 12
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PART Il

Intended Consensus and Ledger

Formation

Consensus should be established by the participants whose rights, intent and risk
are affected - at the scope where agreement matters.

6. Beyond Universal Consensus

No real system achieves total social consensus about every fact. Distributed systems instead
define which participants must agree, on what statement, under which fault assumptions, and
with what finality. Public blockchains answer this through network-wide rules for an ordered
shared ledger. PoR answers a narrower question first: did the relevant parties reach intended
consensus that this specific reception or action was authorized under the exchanged conditions?

“Intended consensus” is not merely two signatures. It binds the identities or authorities
represented by the PoRts, the PoRtion being proposed, the policy and evidence evaluated, the
outcome accepted, and the execution reference. The result is local enough to preserve autonomy
and specific enough to be tested.

7. rePoRt, RePoRt and REPoRt

BILATERAL rePoRt PoRt LOCAL RePoRt AUTHORIZED FEDERATION ‘ GLOBAL REPoRt

The rePoRtis the atomic evidence object. Each participant can incorporate that object, or a
privacy-preserving commitment to it, into its local RePoRt. Authorized interoperability
mechanisms can reconcile relevant subsets across PoRtfolios. The global REPoRt s the
culmination of compatible RePoRts rather than a requirement that one universally replicated
database expose every participant and event.

A Ledger Without a Ledger Ruler

The ledger is evidence of validated interactions. It does not automatically become the source of a participant’s identity,
intent or rights. Those authorities remain governed at the relevant PoRts and institutions.

WEB3NITI Foundation | 13



PROOF OF RECEPTION -- VALIDATED RECEPTION INFRASTRUCTURE

8. What Makes the Paradigm Decentralized?

Dimension Web2 Platform Public Blockchain PoR Target Architecture
Validati Affected PoRt lidate rel. t

atda .|on Platform and vendors Protocol validators confirm ledger rules ec'<'3 onts vatidate retevan
authority conditions

Selective evidence at participant
Data custody Central database or cloud tenancy Public or replicated chain state > 3

edges

C Bilateral or d in-rel t intended
onsensus Platform-defined Network-wide ordered state faterat ordomain-retevant intende

scope consensus
Execution Platform APIs Virtual machine / contracts Any authorized rail or system

ePoRts into local and interoperable
Ledger formation Platform logs Replicated chain ' : interoper

RePoRts

Designed for compartmentalized local
Failure radius Potentially platform-wide Protocol, bridge or contract dependent g P

failure

On this definition, PoR can plausibly be described as a highly decentralized validation paradigm
because it distributes the decision and evidence functions to edge participants. “The most
decentralized paradigm” remains a thesis, not an independently established ranking. It should be
defended by measurable properties: validator diversity, controlindependence, data locality,
portability, censorship resistance, fault containment and the absence of mandatory third-party
consensus for bilateral events.

9. Consistency and Finality Requirements

Edge validation does not eliminate distributed-systems problems. A production protocol must
specify them. Without explicit rules, local autonomy can create conflicting evidence rather than
meaningful consensus.

Requirement Minimum Technical Answer

Event identity Globally unique or collision-resistant event IDs bound to a canonical PoRtion digest.
Authentication Verifiable keys, credential provenance, rotation, recovery and revocation.

Replay Resistance Nonces, expiry, single-use grants and rail-specific idempotency keys.

Ordering Defined causal or sequence semantics where order affects rights or value.

Concurrency Locking or reservation rules for scarce rights, balances and exclusive licenses.

Conflicts Deterministic precedence, dispute path and evidence preservation.

Offline Operation Bounded authority, local queues and explicit reconciliation on reconnect.

Finality Domain-specific definition of when a validated interaction becomes irreversible or compensable.
Global Derivation Rules governing which RePoRt subsets can be combined and who can verify the result.
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PART IV

Comparison with Web2 and other

Consensus Mechanism

PoR is not valuable because other systems are useless. Itis valuable if it removes
validation fragmentation while preserving the strengths of existing rails.

10. Different Systems, Different Questions

System

Primary Question

Strength

Structural Limitation Addressed by PoR

TCP/IP

Web2 platform

Blockchain

Payment rail

PoR

Did data arrive reliably?

Will the platform permit
it?

Did the network accept
and order it?

Did funds move or
settle?

Should this recipient
accept or execute it?

Global transport
interoperability

Convenient integrated
services

Tamper-evident shared
state

Liquidity and regulated
settlement

Contextual bilateral
validation and evidence

No semantic or rights-aware reception
decision

Central authority, data concentration and lock-
in

Submission can precede off-chain
rights/context validation

Does not independently establish every right or
intent

Requires endpoint integrity, interoperable
profiles and governance
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11. The Blockchain Trilemma - Reframed

Blockchain design is often discussed as a trade-off among decentralization, security and
scalability. PoR changes the unit of coordination. If a transaction needs agreement only from
affected PoRts, it need not always be broadcast to a global validator set. This can reduce
coordination overhead and data replication. It does not make scalability infinite, security
automatic or fees impossible. The claim is narrower: the architecture can remove mandatory
global consensus from interactions that do not require it.

Claim Area PoR Mechanism Expected Direction Evidence Required
Latency chal/bilateral validation before Less consensus-queue p50/p95/p99 end-to-end tests
rail call dependency
Cost No irTherent miner, staker or gas Lower protocol coordination Gl R STy e e
requirement cost
C it ith
Scale Horizontally distributed PoRts apac.l y grows VYI Throughput and saturation testing
endpoints/domains
. Selective PoRtraits and local Less replicated sensitive . .
Privacy Data-flow and disclosure analysis
RePoRts data
t tali
Resilience ComPar mentalized edge Smaller blast radius Fault injection and recovery drills
decisions
L lidati th M joul t; fair P
ETS NG Eis e R R ower validation energy than easured joules per event; fair PoS

PoW baseline

Modern proof-of-stake networks are far more energy efficient than proof-of-work networks.
Ethereum reports that its transition to proof of stake reduced energy use by approximately 99.95
percent. PoR should therefore compare itself against contemporary alternatives, including
efficient databases and proof-of-stake systems, rather than relying only on legacy proof-of-work
comparisons.
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12. Cost, Speed and Operational Simplicity

PoR does not inherently require gas, mining or staking fees for the validation event. An
implementation will still incur software, hosting, identity, compliance, observability, support and
external rail costs. Its economic thesis is that a unified pre-reception protocol can replace
repeated orchestration across fragmented APIs and reduce downstream exception handling.

Cost Category Common Status Quo PoR Design Objective

Point-to-point APIs, bridges and duplicated

Integration . . Reusable PoRtraits, policies and rail adapters
policy logic
N datory PoR fee; L
Transaction Platform, gas, bridge, FX and processor fees 0 manda _Ory 0_ consensustee; pay only
selected rail/service costs
Reconciliation Manual matching across vendors and logs Shared event ID and bilateral rePoRt
Disputes Reconstruct intent and authority after execution  Bind decision context before execution
Compliance change Update disconnected systems Versioned PoRtrait and policy modules

13. Security, Privacy and Attack Surface

PoR’s security hypothesis is “validate before exposure.” Sensitive data can remain at the edge
while predicates or signed commitments cross the boundary. Unauthorized proposals can be
denied before protected systems accept content or execute actions. This aligns with zero-trust
principles that reject implicit trust based on network location and require authentication and
authorization before access.

The architecture may reduce centralized data honeypots, bridge dependencies and broad platform
blast radius. It also creates new critical assets: PoRt keys, policy engines, credential issuers,
revocation channels and endpoint software. Security gains are conditional on hardening these
assets and making denial behavior safe.

14. Environmental Profile

PoR validation can run on ordinary endpoint or edge compute without competitive proof-of-work.
That creates a credible pathway to low energy per validated interaction. The paper does not claim
zero environmental cost: devices, networks, storage, cryptography and external settlement all
consume resources. A defensible comparison should publish system boundaries, hardware,
throughput, storage replication and energy per completed event.
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PARTV

Interoperability, Al and Applications

PoR validates the right to act; the chosen rail or system performs the action.

15. Rail-Agnostic Execution

A PoRtion is not synonymous with a cryptocurrency token. It is the proposed unit of interaction.
Once validated, it can interoPoRate with the rail chosen by the user or domain. This separates
contextual authorization from settlement technology and prevents the validation layer from
becoming captive to a single liquidity pool.

Execution Choice What the Rail Contributes What PoR Contributes

Validated parties, purpose, authority and receipt
evidence

ACH / bank transfer Fiat liquidity and regulated settlement

Consumer acceptance and payment

Card / processor Scoped authorization and policy evidence

execution
. . Pre-validation of rights and conditions before
Stablecoin / crypto Programmable digital-asset settlement g
contract call
Base or other L2 Shared execution and on-chain state PoRmission gate and privacy-minimized evidence
Enterprise ledger Internal accounting and workflow state Bilateral validation across organizational boundaries
. . . Validated reception and rePoRt without financial
No payment Rights, data or instruction exchange only

settlement

Liquidity is a User Choice

A PoRt may authorize a PoRtion to interoperate with fiat, crypto or another rail. Access to one does
not inherently eliminate access to another; each rail’s availability and compliance rules still apply.
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16. Al Proposes; PoR Validates

Generative and autonomous systems make the distinction between intelligence and authority
urgent. NIST’s Al Risk Management Framework emphasizes governing, mapping, measuring and
managing risk across the Al lifecycle. POR can complement such governance by converting
selected policies into an execution gate attached to each consequential proposal.

Al Risk PoR Control Concept

Hallucinated or malformed action Validate required facts and deterministic constraints outside the model.
Excess authority Bind PoRmission to action, amount, counterparty, purpose and expiry.
Agent impersonation Authenticate agent, principal and delegation chain.

Tool misuse Require rail/tool-specific grants and least-privilege adapters.

Human intent drift Use current PoRtraits, revocation and human approval thresholds.
Opaque outcome Generate rePoRt linking proposal, decision and execution receipt.

PoRtia can orchestrate this lifecycle; a PoRsona can supply purpose-built contextual intelligence.
Neither should be treated as the ultimate authority. The PoR CoRe must preserve deterministic
policy boundaries and verifiable provenance around model output.

17. Representative Applications

Domain Proposed PoRtion Relevant PoRtraits Authorized Outcome

IP and License, royalty, fan . . . . Execute payment/contract;
. . . Ownership, territory, media, term, authority . .
Entertainment access, projectright rePoRt rights basis
e ) Route through ACH, card or
Payments Transfer or purchase Identity, limit, purpose, counterparty, risk -
Record access or care Role, consent, purpose, urgency, device Release minimum data or
Healthcare . .
instruction state deny
Mobilit Vehicle command or Device identity, operator authority, location, Execute bounded
v charging event safety command
. Firmware, control signal or . . -
Industrial / loT . Asset, vendor, version, safety window Accept verified payload
maintenance order
Education/ Credential, task or skill Issuer, competency, compensation, usage Receive credential/work
Work exchange rights product
Request to collect, infer or . - . Release scoped data or
Personal Data share Purpose, retention, recipient, compensation deny
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18. IP Rights PoRtfolios

An IP enterprise can begin by using PoR before an existing transaction: creators, agents,

projects, brands, investors, and distributors exchange the PoRtraits relevant to ownership,
authority, territory, term and permitted use; PORmission gates the contract call; a rePoRt links the
validation to the settlement reference. This enables PoRts (creator/consumer) to validate
PoRtions’ PoRtraits directly with PoR while adding a missing pre-execution control layer.

The same PoRtfolio can later support interactions through other execution rails.

Rights PoRtraits can be validated while payment executes through ACH, a card processor or
another fiat rail. Some interactions may require no payment at all. The long-term architecture
therefore decouples rights validation from the execution rail.
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PART VI

The Digital PoRt Economy

PoRts are licensed access points for validated digital interaction - a SaaS model
inspired by the economics of physical ports, not a claim of digital land
ownership.

19. Digital Real Estate as an Operating Analogy

Ships, aircraft and spacecraft do not need to own every port, terminal, berth or landing facility they
use. They obtain governed access to infrastructure that validates identity, capacity, safety,
authority and destination before arrival or departure. In the digital world, organizations and
individuals can license PoRt capabilities and PoRtraits to transact PoRtions under explicit
conditions.

The analogy explains access, scarcity of governed capacity, domain specialization and recurring
service. It should not be interpreted as legal ownership of network territory or of another person’s
attributes. The accurate commercial term is a PoRt SaaS subscription license or, for early access,
a Founding PoRt License Reservation.

Physical Infrastructure PoR Analogue What is Licensed

Access to validation software and governed domain

Port / terminal PoRt / enterprise PoRtfolio .
services

Berth / landing slot Scoped validation capacity Plan tier, volume, region, industry or service window
Manifest / clearance PoRtraits and PoRmission Schemas, policy modules and decision workflows
Bill of lading / receipt rePoRt / RePoRt Evidence, audit and retention capability
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20. Licensing Principles

e License software capabilities, service levels, schemas and domain modules - not personal
identity or human rights.

e Keep participant-controlled PoRtraits portable and revocable.

e State implementation, hosting, support, usage and third-party rail charges separately.

e Define delivery milestones, acceptance tests, security responsibilities and exit rights.

e Avoid language suggesting token appreciation, investment return or ownership of a network
territory.

e Keep charitable support to the WEB3NITI Foundation voluntary and legally separate from
commercial consideration unless counsel approves a specific structure.

21. Founding PoRt Expansion Program

PoR’s production foundation is now being expanded through the Founding PoRt Program. Qualified
organizations can reserve participation, deploy industry-specific PoR capabilities and help
establish the interoperable PoRtrait, PoORmission and rePoRt profiles required for global adoption.

The program provides architecture discovery, PoRt and PoRtfolio licensing, implementation
support, integration, conformance testing and a defined path from a bounded deployment to
production scale. Each engagement is governed by a separate agreement defining its scope, fees,
responsibilities, delivery milestones, security requirements and intellectual-property rights.

Founding PoRt participants gain early access to a deployed validation paradigm while contributing
practical requirements that strengthen PoR interoperability across industries and territories.

FOUNDING PoRt INVITATION

Organizations can now participate in the expansion of validated-reception infrastructure by applying
for a Founding PoRt License Reservation. Selected participants will help establish interoperable
validation profiles for their industries while gaining early access to PoR implementation, PoRtfolio
development and protocol-scale opportunities.

22. Stewardship

The WEB3NITI Foundation authors this paper and advances a human-centered mission: “Free.
Empower. Protect.” the data, time and skills of people. Its role should be described with
institutional precision: research, education, public-interest access, protocol stewardship,
humanitarian applications and ecosystem development. Commercial licensing and
implementation may be performed by authorized entities under transparent agreements and
governance.
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PART VII

Production Evidence, Security, and

Protocol Scale

PoR is already operating. Its next stage is independent implementation, hardened
interoperability and global adoption.

23. Evidence of Operation

PoR is supported by three complementary forms of operating evidence: a live production
deployment, working networked PoRt demonstrations and an institutional financial fraud-
prevention implementation in progress.

The production deployment proves that PoRtraits, binary PORmission, execution gating and rePoRt
generation can operate as one continuous lifecycle. The networked demonstrations establish that
independently operating PoRts can exchange and validate relevant conditions. The financial
collaboration extends this architecture into transaction fraud prevention across more than 100
relevant PoRtrait data points.

Together, these implementations demonstrate that PoR is not a solution awaiting a practical
environment. It is a deployed architecture now being expanded across new environments.

Evidence Category Present Status Significance
Production operation Live validated-access implementation Proves the complete lifecycle operates in
the real world
Edge autonomy Independently operating PoRts demonstrated z/lnodvr;eosir:/tzlldatlon to participating
Bilateral validation Demonstrated across networked environments Establishes intended consensus
between relevant participants
. . . _— . Lo Extends PoR into high-value transaction
Financial fraud prevention Institutional implementation in progress g
authorization
Protocol expansion Additional case studies in progress {:Z%“S?ﬁetge deployed architecture across
. ) . Enables independent PoRts and
Interoperability Standards and profiles advancing PoRtfolios to operate together

PoR has already crossed the line from invention to operation. Protocol-scale adoption is the next milestone.

Public Evidence Boundary

PoR is patented, implemented and operated in production. This public edition protects confidential client and
collaborator identities, deployment locations, security configurations, usage volumes, commercial terms and nonpublic
performance information. Additional anonymized case studies and technical information are in progress and may be
made available to qualified parties upon request.
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24. Threat Model

Threat Potential Consequence Required Mitigation Direction
A Valid-looking malicious Hardware-backed keys, isolation, attestation, monitoring and
PoRt Compromise .
decisions recovery
Impersonation or loss of Rotation, threshold recovery, revocation and emergenc
Key Theft / Loss P . y gency
authority freeze

I i d chall
Fraudulent PoRtrait  False eligibility, identity or rights ssuer gc.Jvernance, provenance, expiry and chatienge
mechanisms

Stale Policy Grant under outdated conditions  Version pinning, freshness checks and revocation distribution

Delegati hains, b ded ts, det inistic check d
Malicious Al Agent Actions beyond human intent elegation chains, bounded grants, deterministic checks an

human thresholds
Replay / Duplicate or altered execution Event binding, nonce, expiry and rail idempotenc
Substitution P & JEXRINY p Yy

Domain trust anchors, cost/identity controls and graph

Sybil Attack Fabricated PoRts or reputation .
analysis
Denial of Service Validation unavailable Rate limits, redundancy, offline policies and degraded modes
S ly-Chai
uppTy-Lhain Compromised PoR software Signed builds, SBOM, reproducibility and staged rollout

Attack

Privacy Aggregation  Re-identification from evidence Minimization, unlinkability, retention limits and access logging

Canonical event rules, deterministic reconciliation and

Conflicting RePoRt Ambi tat disput
onflicting RePoRts mbiguous state or dispute adjudication
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25. Security Principles

e Fail closed for protected actions, while preserving evidence of the attempt and reason

category.

26. Benchmark Framework

Authenticate subject, device, agent and delegation separately.

Minimize disclosed PoRtraits and segregate raw evidence from portable commitments.
Bind every grant to an event digest, policy version, permitted rail and expiry.

Treat endpoints, issuers and policy distribution as zero-trust assets.

Design recovery and dispute resolution before claiming finality.

Publish cryptographic profiles and conformance tests; avoid security by obscurity.

PoR’s production operation establishes the feasibility of validated reception. The benchmark

framework below measures the additional advantages that follow from its architecture, including
faster authorization, lower coordination costs, reduced data exposure, greater fault containment
and lower validation energy.

Metric

Decision latency

Execution latency

Throughput

Cost per event

Energy per event

Data exposure

Fault containment

Decision correctness

Audit completeness

Definition

Proposal receipt to GRANT/DENY

Grant to verified external outcome

Validated proposals per second

Fully loaded recurring operating cost

Measured joules for validation boundary

Bytes/fields disclosed outside originating PoRt

Participants/services affected by injected fault

Expected grants/denials under labeled test set

Events with verifiable proposal-decision-outcome chain

Reporting Requirement

p50/p95/p99 by policy complexity and network mode

Separate PoR time from rail time

Hardware, concurrency, payload and disclosure stated

Compute, storage, identity, support and rail costs
separated

Hardware and utilization disclosed

Compare equivalent workflows

Blast radius and recovery time

False-grant and false-deny rates

Missing-link and signature-failure rate

These benchmarks will allow PoR implementations to be compared with equivalent Web2, blockchain and payment workflows. The
absence of mandatory mining, staking, gas and global-consensus processing provides PoR with a fundamentally different cost and
performance structure; standardized testing will quantify that advantage across representative workloads.
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27. From Production Deployment to Global Protocol

Stage Objective Evidence of Completion
. . Operate the complete PoR lifecycle in a live PoRtraits, PoRmission, execution and
Production foundation . . .
environment rePoRts operating continuously
Reproducibility Formalize the deployed architecture Published schemas, policies, event formats

and interfaces

Working implementations and anonymized

Industry expansion Deploy PoR in additional bounded workflows .
case studies
Hardening Strengthen security and resilience Recovery, revocation, fault, load and
adversarial tests completed
Conformance Make independent implementations compatible PoRtrait, PoRmission and rePoRt profiles
pass common tests
Independent PoRts Enable third parties to operate compatible PoRts Multlple |ndgpenQently controlied
implementations interoPoRate
Connect people, organizations, devices and Interoperable PoRtfolios operate across
Global protocol . . . : .
intelligent systems industries and rails

PoR does not need to wait for global deployment to create value. Every new PoRt can provide
validated reception within its own boundary and interoPoRate with other compatible PoRts as the
network expands. Adoption compounds the value of the protocol without making local validation
dependent upon universal participation.
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PART Vil

A World That Validates Before It

Acts

The purpose of PoR is not to make every interaction slower with bureaucracy. It is
to make authority computable at the speed of autonomous systems.

28. Personal PoRts

A personal PoRt gives an individual a programmable validation boundary for data, time, skills,
money and delegated authority. Instead of repeatedly accepting platform terms, a person could
express durable but revocable PoRtraits: who may contact them, which data may be used, for
what purpose, for how long, under what compensation, and which agents may act on their behalf.
Each validated interaction generates evidence accessible to the person rather than only to the
platform.

29. Enterprise PoRtfolios

An enterprise PoRtfolio could unify fragmented identity, contract, rights, compliance, payment and
audit conditions without requiring the enterprise to replace every underlying system. The PoR layer
would validate first and invoke existing rails second. Repeated point integrations become reusable
PoRtrait profiles and rail adapters, reducing dependence on any single vendor or settlement
architecture.

30. Safer Autonomous Intelligence

As Al becomes embedded in commerce, infrastructure and daily life, models will increasingly
propose actions whose consequences extend beyond information display. PoR offers a technical
principle for that future: inference is not authorization. An Al system may recommend; a PoRt
validates the relevant authority and conditions; PoRmission gates execution; the rePoRt makes the
decision path inspectable.
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31. Shared Truth Without Global Surveillance

A global society does not need one universal database of every person and interaction to
coordinate. It needs interoperable evidence that can be verified at the scope where it is relevant.
PoR creates a federated truth fabric composed of bilateral rePoRts, locally governed RePoRts and
permission-aware REPoRt views. The aim is not perfect consensus. Itis accountable intended
consensus without turning universal observation into a prerequisite for trust.

32. A Practical Invitation

PoR is already operating. The next phase is to place validated reception wherever data, value,
rights, instructions and autonomous actions cross a digital boundary.

Enterprises can deploy PoRtfolios that unify fragmented identity, permissions, applications and
transactions. Developers can build independently operating PoRts and interoperable PoRtraits.
Financial institutions can prevent unauthorized transactions before settlement. Researchers and
security teams can strengthen protocol consistency, resilience and cryptographic interoperability.
Public-interest organizations can give individuals direct control over the reception and use of their
data, time and skills. Every PoRt expands the infrastructure of intended consensus. Every
interoperable PoRtrait makes validation more portable. Every rePoRt strengthens an accountable
record of what the relevant participants intended, authorized and received.

The Thesis in One Sentence

TCP enabled reliable transmission. Blockchain enabled distributed ledger consensus. PoR enables decentralized
validation of intended reception. As intelligence becomes ubiquitous, validation becomes infrastructure.
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Appendix A -Minimal Protocol Profile

A.1 Canonical Proposal Envelope

Field Purpose

protocol_version

event_id

proposer_port

recipient_port

portion_digest

requested_action

required_traits

policy_refs

execution_rail

issued_at / expires_at

nonce

signature

Pins interpretation and conformance profile.

Collision-resistant identifier used across all parties and rails.

Authenticated origin PoRt and delegated principal, if any.

Intended validating/receiving PoRt.

Canonical digest of proposed data, value, right, instruction or action.

Machine-readable operation and resource.

Predicate/schema requests with disclosure constraints.

Pinned validation rules and issuer/trust profile.

Authorized adapter and rail-specific constraints.

Freshness and replay boundary.

Unigueness and challenge binding.

Authenticity and integrity of the proposal.

A.2 Decision Object

Field Purpose

event_id /
portion_digest

validator_port

policy_version

evidence_commitments

decision

scope

expires_at/ nonce

reason_code

signature

Binds the decision to the exact proposal.

Identifies the PoRt issuing the result.

Makes the evaluation reproducible.

Commits to relevant inputs without exposing unnecessary raw data.

GRANT or DENY.

Action, resource, amount, purpose, rail and counterparty limits.

Prevents stale use and replay.

Minimum necessary remediation/audit category.

Authenticates the validating PoRt.
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A.3 rePoRt Object

Field Purpose

event_id Correlates proposal, decisions and execution.

party decisions Signed GRANT/DENY objects or their commitments.

execution reference Rail transaction ID, API receipt, device result or “no settlement.”
outcome Completed, failed, expired, cancelled or disputed.

timestamps Causal sequence and service-level evidence.

retention / disclosure

Controls local storage and authorized sharing.
tags

party signatures Bilateral or multiparty acknowledgement of the record.

Appendix B - Precise PoR Claims

Principle PoR Statement

PoR validation has no inherent miner, staker, gas or global-consensus fee. Users pay
only for their selected implementation and execution services.

Validation economics

. " PoR eliminates mandatory third-party consensus-queue dependency when the
“No time delay . . . .
affected PoRts can validate the interaction directly.

PoR scales horizontally by distributing validation across participating edge PoRts
“Infinite scalability” zomtaty by uting ross participating edg
rather than routing every interaction through one universal validator set.

PoR reduces centralized data concentration, unnecessary replication and broad
platform exposure by validating relevant conditions at participating edges.

“Vulnerabilities are nonexistent”

PoR establishes evidence of intended consensus by recording what the affected
“PoR proves truth” - . . .
participants proposed, validated, authorized and received.
PoR decentralizes validation itself by placing authority with the affected PoRts
Participant-level decentralization instead of requiring validation by a Web2 platform, miner, staker or unrelated global
validator set.
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Appendix C - Glossary

Acceptance boundary The point at which data, value or an instruction becomes authorized state for a recipient system.
Bilateral validation Independent and compatible evaluation by the affected PoRts.

Edge The participant-controlled endpoint or local trust domain where reception is decided.
Execution rail The external system that carries out an authorized action or settlement.

Intended consensus Agreement by the relevant participants on a specific, scoped reception or action.

Selective disclosure Proving only the attributes or predicates necessary for a decision.

Trust anchor An accepted authority, key or governance root used to verify a PoRtrait or policy.
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Appendix E - Continuing Protocol Development

PoR’s deployed foundation is advancing through additional implementations, security hardening,
cryptographic profiles, conformance testing and independent PoRt interoperability.

Current development priorities include:
e Standardized PoRtrait schemas and selective-disclosure profiles.
e Interoperable proposal, PoORmission and rePoRt objects.
e PoRtkeyrecovery and revocation.
e Bilateral, multiparty and offline consistency.
e Security testing and adversarial validation.
e Performance, cost, energy and data-exposure benchmarks.
¢ Domain-specific PoRtfolio profiles.
e Independent PoRtimplementations.
e Governance for interoperable RePoRts and the global REPoRt.

Additional technical documentation and anonymized case studies are in progress. More information may
be made available to qualified developers, researchers, standards participants and implementation
partners upon request.
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From Deployed Foundation to Global Infrastructure

PoR has progressed from invention to implementation and from implementation to production. Its
core lifecycle already demonstrates that the relevant conditions surrounding data, value, rights,
instructions and actions can be validated before reception or execution.

PoR now extends that foundation into a new Internet infrastructure paradigm. Each PoRt validates
for the person, organization, device or intelligent system it represents. PoRtraits make the
required conditions portable. PoRmission makes authorization explicit. PoRtions make
interactions rail-agnostic. rePoRts preserve bilateral evidence. RePoRts give each PoRt its own
ledger, and compatible RePoRts culminate into the global REPoRt of intended consensus.

Blockchain decentralized the maintenance of shared ledgers. PoR decentralizes the validation that
determines what should enter those ledgers—or any other system—in the first place. Web2
platforms no longer need to remain the universal arbiters of identity, authority and reception.
Artificial intelligence no longer needs to convert inference automatically into action.

PoR makes a better digital future technically possible: one in which people regain control of their
data, time and skills; enterprises operate through validated PoRtfolios; financial fraud is stopped
before settlement; autonomous systems act only within verified authority; and every
consequential interaction begins with the conditions of the participants it affects.

PoR is already operating. The infrastructure is ready to expand.

VALIDATE BEFORE YOU RECEIVE. AUTHORIZE BEFORE YOU ACT.
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As intelligence becomes ubiquitous, validation becomes infrastructure.
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